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                                            Seasons Greetings and Happy New Year                                        
                                    

                                                                    
                                        
                                             

                                        
                                    

                                

                                                                                                
                                                                    
                                        
It is time for the EU-HYBNET consortium to thank you for your wonderful cooperation and wish you all most joyful Christmas/ Happy holidays and all the best and prosperous for the New Year! 




We are honoured of your involvement within the project. It will be our sincere pleasure to continue the joint efforts and highly interesting project together in 2022. Looking forward to future endeavours! 
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                                            2nd EU-HYBNET Newsletter is now available!                                        
                                    

                                                                    
                                        
                                             

                                        
                                    

                                

                                                                                                
                                                                    
                                        
EU-HYBNET consortium reports on its activities twice a year. It is with great pleasure that we share with you this update of the project’s progress. Moreover, it covers past and upcoming EU-HYBNET related events. Happy reading! 




EU-HYBNET April 2021 Newsletter
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                                            1st Stakeholder Group Meeting Press Release                                        
                                    

                                                                    
                                        
                                             

                                        
                                    

                                

                                                                                                
                                                                    
                                        
On the 13th of April 2021, the EU-HYBNET consortium held its first Annual Stakeholders’ Group meeting. The event was part of the EU-HYBNET Month.




The Stakeholder Group Meeting was an opportunity for the consortium to gather the recommendations of the relevant stakeholders about EU-HYBNET’s first results and discuss topics relevant to future network activities.




EU-HYBNET Press Release SGMDownload
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                                            Annual Workshop Press Release #AW                                        
                                    

                                                                    
                                        
                                             

                                        
                                    

                                

                                                                                                
                                                                    
                                        
On the 13th of April 2021, the EU-HYBNET consortium held its first Annual Workshop #AW that was part of the EU-HYBNET Month. The EU-HYBNET Annual Workshop presented the initial project findings and progress to the project consortium members and pan-European stakeholders; made up of practitioners, industry, academia and NGOs.




EU-HYBNET Annual Workshop Press Release Download
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                                            Future Trends Workshop Press release (#FTW)                                        
                                    

                                                                    
                                        
                                             

                                        
                                    

                                

                                                                                                
                                                                    
                                        
On 31st of March 2021, the EU-HYBNET consortium held its second event and first virtual Future Trends Workshop, #FTW. This workshop also marked the start of the EU-HYBNET month, which will gather the consortium and EU-HYBNET network around several interesting virtual events until the 28th of April 2021.




Please find attached the event’s press release!




EU-HYBNET Press Release FTWDownload
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                                            EU-HYBNET partners co-edit ICONO 14 journal issue on “Digital Communication and Hybrid Threats”                                        
                                    

                                                                    
                                        
                                             

                                        
                                    

                                

                                                                                                
                                                                    
                                        
Hanna Smith, Hybrid CoE’s Director of Research and Analysis, and Ruben Arcos, lecturer and researcher of communication sciences at Rey Juan Carlos University co-edited vol. 19 no 1. (2021) issue of the ICONO 14 journal: “Digital Communication and Hybrid Threats”. The special issue supported the EU-HYBNET project’s research component. Among the contributions were submissions from ICDS (Estonia), University of Tromsö (Norway) and National Institute for Intelligence Studies (Romania) – all EU-HYBNET partners. The special issue aims to address hybrid threats from a digital communication perspective, understanding the strengths and the vulnerabilities to hybrid threats of our digital ecosystems and societies, the processes, methods, and tools by which they can be exploited in coordinated campaigns and activities, and how to counter malicious strategic communications and influence.




Malicious information activities by state, non-state and state-backed actors are an essential part of hybrid threats and operations. Political warfare, proactive measures and covert action are not new, but ICTs and digital communication tools and channels offer unprecedented opportunities for coordinated hostile activities that exploit the vulnerabilities of our democratic societies for different purposes.




Cyberspace is recognized as a domain of operations in which digital communication channels can be exploited in campaigns directed against individuals, institutions and societies through information and influence in decision-making. While the content of the communication of symbolic interactions on social media platforms has varying degrees of visibility, coordinated inauthentic behaviors and the use of cyberproxies challenge detection and attribution. The militarization of information by hybrid threat actors can take multiple forms and raises the question of how to prevent, counter and respond to it without undermining the democratic rights and freedoms of our societies.




This special issue of ICONO 14  aims to address hybrid threats from a digital communication perspective, understanding the strengths and vulnerabilities to hybrid threats of our digital ecosystems and societies, the processes, methods and instruments by which they can be exploited in campaigns and coordinated activities, and how to counter malicious strategic influences and communications.





Find out more here
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                                            A Framework for Cross-Domain Strategies Against Hybrid Threats                                        
                                    

                                                                    
                                        
                                             

                                        
                                    

                                

                                                                                                
                                                                    
                                        
TNO and HCSS have worked together to draft a background document for cross-domain strategies against hybrid threats.




Authors Tim Sweijs, Samuel Zilincik, Frank Bekkers and Rick Meessen present a strategic framework that describes and explains relations between strategies and counter-strategies in dealing with hybrid threats and offer considerations to select those dominant strategies that are to be part of the Dutch strategic posture.




The framework presented in the report consists of two escalation axes. The vertical axis consists of five general strategies:  (1) cooperation,  (2) persuasion,  (3) protection,  (4) coercion, and (5) control. 




The horizontal escalation is comprised of the well-know DIMEL categorization of instruments and measures of state power.




The above-mentioned five strategies can be employed simultaneously or sequentially in order to counter hybrid threats. Additionality, these strategies can be exercised through and across the six DIMEL-domains of diplomacy, information, cyber, economy, military, and legal.




These theoretical propositions however, need to be further developed and tested. In light of this, these insights will be refined in a simulation environment in the form of a table-top game. By doing this, further light will be shed on how the strategies presented in this report function in a (simulated) competitive setting and subsequently help refine and inform the crafting of effective cross-domain strategies in real world scenarios.




A Framework-for-Cross-Domain-Strategies-against-Hybrid-ThreatsDownload
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                                            #IKEW Press release                                        
                                    

                                                                    
                                        
                                             

                                        
                                    

                                

                                                                                                
                                                                    
                                        
The first Innovation Knowledge Exchange Workshop, #IKEW was held Tuesday, 19 January 2021. 




To learn more about the its main achievement, look at our Press Release !




EU-HYBNET_Press-release_200121-1Download
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                                            Hybrid CoE and the European Commission published the Landscape of Hybrid Threats                                        
                                    

                                                                    
                                        
                                             

                                        
                                    

                                

                                                                                                
                                                                    
                                        
The events of 2020 have reminded us to always be prepared for the unthinkable, and that, in times of crisis, science and robust evidence must be at the heart of the decisions we take to protect citizens’ lives and livelihoods.
The Landscape of Hybrid Threats
Foreword by Commissioner Mariya Gabriel




The European Commission, by means of its Joint Research Centre of the European Commission (JRC) and the European Centre of Excellence for Countering Hybrid Threats (Hybrid CoE) in Helsinki have joined forces to develop a conceptual model for characterizing Hybrid Threats accompanied by a framework for analysis.
The proposed conceptual model’s analytical framework is developed around four main pillars: 




	Actors (and their strategic objectives)
	Domains
	Tools
	Phases. 





This structure enables us to grasp the time variable of Hybrid Threats and identify the way in which an actor can employ a series of tools to affect the targeted country in order to achieve a series of objectives. 




The proposed framework is not the mere listing of the above-mentioned pillars, but aims at identifying the links between them as well as providing a flexible framework, a blueprint, that can be adapted to the needs of each EU and NATO member state. 




The proposed conceptual model’s analytical framework is validated against a number of real case studies in order to assess its validity and its analytical value. Although it would be convenient to establish the analytical framework on the basis of past experience, we refrained from doing so in order to deliver a concept for Hybrid Threats and analytical framework that is future-proof, handles the test of time and that describes the concept of Hybrid Threats against the background of current security environment dynamics, while taking into consideration the evolving nature of the threat.





In particular, the conceptual model puts much emphasis on actors. It aims at understanding their drivers by studying their motives, doctrines, open source intelligence and literature, which duly provide pieces of evidence for their objectives and strategic culture. A deep understanding of actors’ objectives is an excellent proxy for forecasting possible future activities. The conceptual model focuses on state and non-state actors and the case studies demonstrate the diversified nature of their activities and modii operandi.




The Landscape of Hybrid Threats: A conceptual modelDownload
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                                            Season’s greetings and Happy New Year                                        
                                    

                                                                    
                                        
                                             

                                        
                                    

                                

                                                                                                
                                                                    
                                        




We hope that this holiday message finds you all healthy and thriving. Indeed, it has been a challenging year. Along with the start of EU-HYBNET’s activities, 2020 brought unprecedented change to everyone’s daily lives with the COVID-19 global pandemic. For this reason, we are even more proud of the project’s accomplishments thus far and know that the results achieved would not have been possible without the efforts of our consortium members and all of you who have been working with the EU-HYBNET project.




On behalf of the EU-HYBNET consortium, I want to warmly thank you for supporting us in our first year of activities. Also, I would like to express our sincerest appreciation for the trust you have placed in us and to convey our best wishes for the upcoming holiday season and a prosperous and healthy New Year!




We look forward to working together in the New Year with our ever-expanding EU-HYBNET network countering hybrid threats.




Dr. Päivi Mattila, the Director of Security Research Program Laurea, EU-HYBNET Coordinator
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