—

EUROPEAN POLICY BRIEF

FU- H\){BNET

Empowering a Pan-European Network to Counter Hybrid Threats

On Information Sharing between
Critical Entities for early and effi-
cient detection and mitigation of

Hybrid Threats

This project has received funding from the European Union's Horizon 2020 researc h and Page |1
nnovation programme under grant agreement No 883054




Summary

Hybrid threats are complex challenges that exploit societal weaknesses and undermine democratic societies.
These threats combine traditional, unconventional, and cyber tactics, often causing cascading effects across
different domains. Current protection strategies focus on asset protection, neglecting interdependencies and
risks. This policy brief, based on the WINS methodology, proposes enhancing resilience through effective
information sharing. The European Union’s Critical Entities Resilience (CER) Directive emphasizes the need
for comprehensive risk assessments and measures to ensure uninterrupted essential services.

To manage hybrid threats, early detection and information sharing between critical entities is crucial. The
brief recommends identifying essential information, termed Indicators of Hybrid Threats (IoHT), and using
privacy-preserving technologies for secure data sharing and analysis. These steps will enable rapid detection
and mitigation of hybrid threats, fostering resilience across various sectors and domains.

Introduction

Hybrid threats® are complex and evolving challenges that undermine the functioning of our democratic soci-
eties and the acceptance of their foundational principles. These threats aim to exploit societal weaknesses,
foster distrust in institutions, divide groups, and ultimately weaken a society’s operational and decision-mak-
ing capacities.

Hybrid threats often combine traditional, unconventional, and cyber tactics with economic pressure and
other coercive methods, making attacks difficult to predict and counteract. Furthermore, hybrid threats in-
volve parallel and/or sequential attacks across different domains and may be used to generate cascading
effects. For example, an attack on a power system can cause problems and malfunctions in other essential
services like water supply or heating. Therefore, to uphold the social contract that underpins our democratic
societies, it is imperative to ensure the continuous and reliable operation of critical entities and their essential
services.

At present, protection of critical entities is mainly based on asset protection, which has led to a situation
where increased interdependencies and related risks of cascading effects are not sufficiently considered.
Current risk management approaches are mostly domain and country-specific, which does not allow for co-
herent risk awareness between domains or countries.

This policy brief presents two promising avenues for detecting hybrid threats and enhancing the resilience
of critical entities. Both avenues aim to enable effective sharing of essential information between critical
entities as sharing is essential for developing robust platforms that enable early detection of hybrid threats
across various critical sectors and domains. The basic idea originates from WINS?, an innovative approach

1 EU-HYBNET project use the term hybrid threats as defined in the EU documents The landscape of Hybrid Threats: A
Conceptual Model (Public Version) and the so called CORE model described in Hybrid threats: A comprehensive resili-
ence ecosystem. Hybrid threats refer to when, state or non-state, actors seek to exploit the vulnerabilities of the EU to
their own advantage by using in a coordinated way a mixture of measures (i.e. diplomatic, military, economic, techno-
logical) while remaining below the threshold of formal warfare.

2 The WINS solution emanates from the EU-HYBNET (“Empowering a Pan-European Response to Hybrid Threats”) pro-
ject’s research described with details in deliverable D4.5 “2nd Innovation uptake, industrialisation and research strat-
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that provides a methodology for determining which information needs to be shared to enhance resilience
and counter hybrid threats.

EU Guidance

The need for greater attention from European Union (EU) Member States as well as owners and operators
of critical entities has been clearly stated in the new Critical Entities Resilience (CER) Directive® and the plan
of action for strengthening the EU's security and defence policy, the Strategic Compass for Security and De-
fence?.

The CER Directive mandates EU Member States to implement specific measures to ensure the uninterrupted
provision of essential services vital for societal functions and economic activities within the internal market.
To comprehensively address these issues, the Directive establishes a framework which addresses the resili-
ence of critical entities against all hazards, whether natural or human-caused, accidental, or intentional.

Critical entities are required to have a thorough understanding of the relevant risks they face, and they must
analyse these risks including, but not limited to, cross-sectoral and cross-border threats, accidents, natural
disasters, public health emergencies, hybrid threats, and terrorist offences. Risk assessments must be tai-
lored to the specific circumstances at hand, any interdependencies between sectors, and the evolving nature
of these risks. Relevant elements of these risk assessments must be shared with the identified critical entities
to help them conduct their own assessments and enhance their resilience.

The CER Directive only talks about the sharing of risk assessment elements, which indicates that cross-sec-
toral, cross-border and interdependent threats are of great concern, which in turn implies that fast and reli-
able sharing of hybrid threat information is key for efficient and rapid detection and mitigation of hybrid
threats. In the memo What If the EU Did Not Share Data to Protect Its Critical Infrastructure? what could
happen if the EU fails to establish an information exchange environment among its critical infrastructure
entities is discussed, and it is noted that the importance of sharing relevant information between critical
entities.

What to share and how

Understanding and managing hybrid threats and their associated risks require both technical and strategic
measures. Early warnings and detection are essential for the successful implementation of mitigating actions.
Since hybrid threats span multiple domains, information sharing between critical entities is crucial for detec-
tion. A critical entity cannot see a single attack as a hybrid attack, and only a combination of attacks with the
overarching intent of influencing societal operational and decision-making capacities can be defined as hy-
brid attack. Only sharing of information will enable creation of the necessary awareness of where, when, and
how to protect critical entities and their essential services, enabling identification, protection, and mitigation
of risks.

An efficient information-sharing solution would also enable rapid analysis using various Al methods, allowing
for near-real-time detection of hybrid threats, and facilitating early mitigation actions.

However, sharing information in relation to hybrid threats between different critical entities—whether they
provide the same, similar, or different essential services—is often restricted due to security and business
reasons. This limitation significantly hinders early detection and the initiation of counteractions. Currently,

3 https://eur-lex.europa.eu/eli/dir/2022/2557/0j
4 https://www.eeas.europa.eu/eeas/strategic-compass-security-and-defence-1 en
SHWHAT IF DGAP MEMO No 41: What If the EU Did Not Share Data to Protect Its Critical Infrastructure?
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the CER directive only requires, under sanctions, that “critical entities of particular European significance”
share information on severe incidents. Furthermore, current risk management approaches are typically do-
main- and country-specific, preventing coherent risk awareness across different domains and countries.

To alleviate the barriers posed by mandatory as well as business related information sharing restrictions, we
recommend two primary actions. First, identify and define the essential information that must be shared,
ensuring that only necessary and sufficient data is exchanged to maintain efficiency and security. Second,
explore the implementation of privacy-preserving techniques to facilitate the secure sharing and analysis of
sensitive information.

The essential information that must be shared to detect hybrid threats is termed Indicators of Hybrid Threats
(IoHT). The first step in developing a sharing solution is then to determine what constitutes an IoHT. One
way to do this is by applying a hierarchical attack tree approach: first, cover a single critical entity; then,
include attack vectors from and to other critical entities; and finally, incorporate more generic threat vectors
from open-source intelligence.

In parallel, investigations using adapted versions of the MITRE ATT&CK® and Cyber Kill Chain? frameworks
should be conducted. These actions aim to identify prototypes of hybrid threats, which can be used to deter-
mine the necessary information, the required IoHT, for their detection and potential generalizations of the
attacks.

The second action to increase the willingness and possibilities to share IoHT is to use privacy-enhancing
technologies for data sharing and analysis. Today, there are a few different techniques proposed for use in
other applications, such as sharing private and sensitive personal health-related data. Examples of techniques
used are homomorphic encryption?, secure multi-party computation®, and hybrid approaches that combine
advanced cryptography with the framework of differential privacy to limit information leakage. They all have
different advantages and drawbacks when it comes to performing computations and their influence on the
reliability of the computational results. Thus, the selection of the technique(s) used should be based on the
requirements of the analysis procedures and the required reliability of the results.

Policy implications

This policy brief, based on WINS, advocates for a collaborative effort to facilitate the sharing of essential
loHT information necessary to identify, assess, and analyse hybrid threats against critical entities and their
essential services. The first step in adopting this proposal should be entrusted to the research community
for determining and validating the specific methods for sharing loHT information to be used and the results

6 MITRE ATT&CK is a globally accessible knowledge base of adversary tactics and techniques based on real-world ob-
servations. MITRE ATT&CK®.

7 The Cyber Kill Chain framework is part of the Intelligence Driven Defense model for identification and prevention of
cyber intrusions activity. This model identifies what the adversaries must complete in order to achieve their objective.
Cyber Kill Chain® | Lockheed Martin.

8Homomorphic encryption is a method to make your data confidential or secret and once encrypted, the data can be
worked with. Homomorphic Encryption: How It Works | Splunk.

9 Secure multi-party computation (SMPC) is a cryptographic method that enables multiple parties to compute a func-
tion using private inputs and view a public output without revealing their inputs to the other parties. Secure Multi-
Party Computation - Chainlink.

* X x
This project has received funding from the European Union's Horizon 2020 research and
* 5k innovation programme under grant agreement No 883054

* % %
*

Page |4


https://attack.mitre.org/
https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
https://www.splunk.com/en_us/blog/learn/homomorphic-encryption.html
https://chain.link/education-hub/secure-multiparty-computation-mcp
https://chain.link/education-hub/secure-multiparty-computation-mcp

that can be achieved. The subsequent steps would involve developing an efficient sharing platform and
introducing it across EU Member States and critical entities.

The primary impact of this proposal’s implementation would be the enhanced capability for cross-domain
and cross-border event and anomaly information (loHT) exchange. This would bolster resilience against ex-
ternal threats, identify systemic risks, and increase detection of hybrid threats across various domains. It
would also foster comprehensive awareness that supports decision-making at domain-specific, national, and
EU levels, in alignment with the NIS-2%° and CER Directive requirements.

Recommendations

The gap in information sharing between critical entities makes the proposed solution crucial for their protec-
tion in the coming years. Digital surveillance in a cross-sectoral, critical entities environment necessitates
information sharing and analysis to enhance societal resilience. At the EU level, measures for protected in-
formation sharing and situational analysis provide national entities with better awareness of the current state
of hybrid threats. We strongly support research and development actions in this field and recommend that:

e The European Commission should consider near-real-time cross-domain sharing of loHT data in
the implementation of the CER Directive.
e The European research community is asked to:
o Propose sets of sufficient and needed IoHT and validate that sharing this information
would allow for the detection of hybrid threats with required performance measures.
o Propose an architecture and tools for near-real-time analysis of the shared IoHT to detect
hybrid threats, propose mitigating actions, and predict possible next step attacks.
o Propose efficient privacy-enhancing technology for data sharing and analysis of the IoHT.

e The European Commission procures the implementation of a first live test and demonstration
solution.

Research parameters

EU-HYBNET is a five-year (2020 - 2025) EU-funded project aiming to build a sustainable Pan-European net-
work of security stakeholders to collaborate with each other to increase the capacity to counter hybrid
threats on a European level. EU-HYBNET conducts research and highlights innovations and solutions that aim
to close the identified gaps and fulfil practitioners’ needs. The considered innovations and solutions, both
technological and social, are assessed by practitioners, researchers, and in gamified training events. For in-
novations and solutions that are assessed to be promising, roadmaps for successful uptake, industrialisation,
and standardisation are developed.

To achieve its goal, the project is organised in four Core Themes: 1) Future Trends of Hybrid Threats, 2) Cyber
and Future Technologies, 3) Resilient Civilians, Local Level and National Administration, and 4) Information
and Strategic Communication. These Core Themes provide an opportunity to focus on all hybrid threat do-
mains, especially interfaces between the domains, ensuring that the project delivers coherent results in re-
lation to the European Commission’s (EC) “The landscape of Hybrid Threats: A Conceptual Model”*. In this

10 NIS 2 Directive (Directive (EU) 2022/2555)
11 JRC Publications Repository - The landscape of Hybrid Threats: A Conceptual Model (Public Version) (europa.eu)
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context, practitioners were invited to express their needs in countering hybrid threats, which were later an-
alysed and prioritised.

Research outputs from the project will be presented in a series of policy briefs, position papers, and recom-
mendations. The formulation of these outcomes will take place in close collaboration with pan-European
security stakeholders, who are included in the project activities from its outset, thereby maximizing its in-
tended impact.
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